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ABSTRACT 
As cyber-physical systems (CPS) continue to evolve, ensuring robust security measures becomes increasingly 
critical. In this talk, I will present innovative approaches rooted in control theory to address security challenges 
in CPS environments. I will start by presenting some of our work on the development of Wyner wiretap-like 
encoding schemes and covert channel techniques, exploiting control logic alterations and robust reachability 
arguments to establish undetectable communication channels between compromised controllers and 
eavesdroppers. Then, I will explore key agreement schemes for CPS, leveraging asymmetry in the plant model 
knowledge available to control system (the defender) and to the eavesdropper, to establish common secret 
keys without resorting to classical cryptographic methods. Finally, I will address the challenge of verifying 
control signals received from cloud-based encrypted controllers. I will describe a computationally inexpensive 
verifiable computing solution inspired by probabilistic cut-and-choose approaches, enabling plant actuators 
to validate computations without compromising performance. 
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